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Abstract—In this paper, an efficient authenticated asym-
metric key exchange scheme has been designed based on
the features of the Threshold Cryptography [11]. The
method provides authentication and key establishment
(like RSA, N = pq) over an insecure channel using shares
of two prime numbers and is secure against even off-line
dictionary attack. In the proposed scheme, N, p and ¢
are all secret and each of the two parties knows one of the
shares. This provides more security as compared to usual
symmetric authenticated key exchange scheme.
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I. INTRODUCTION

UTHENTICATED key exchange schemes are very

important for strong authentication over an inse-
cure channel. Most of the schemes proposed [1-8] are
based on a secret password. These schemes generate
systematic session key, which is vulnerable to all types
of attacks, in particular dictionary attack, which depends
on the size of the password.

In this paper, utilizing generation and transfer of secret
shares we have proposed an efficient authenticated asym-
metric key exchange scheme. The shares are generated
as per Shamir scheme [10], and exchanged to generate
N = f(p,q) analogous to the RSA scheme. Two parties
will exchange shares of the two prime numbers p and
q, and decide the value of N, a large number. In this
method, they will know only one prime number p (or g)
and a large number N, which is a function of p and ¢ for
a session. Though all partial information transactions for
the session key generation take place through insecure
channel, the final key remains secret. It is also shown

that the scheme is well guarded against various attacks.

The organization of the paper is as follows: the next
section presents the Mathematical background. In Sec-
tion 3 the notations and the key exchange scheme are
provided. The scheme is analyzed against attacks in Sec-
tion 4. Section 5 describes the uses of the proposed
scheme.

Il. MATHEMATICAL FOUNDATIONS

HE shares of a key have been generated as in the
Shamir Scheme [10] of dividing each key into
numbers that on interpolation give the secret key.

Definition 1: Given a secret o, choose a random poly-
nomial f(z) of degree ¢, such that f(0) mod k = o.
Then each share is o; = f(i) mod k. Where £ is a large
prime number.

On generating n shares of a polynomial f(z), (t + 1)
of which combine to give o = f(0). So it can be written
as

(01,02, eeee ,0n) P N

The generation of shares has been made on the basis of
the following theorem. The proof of the theorem is triv-
ial.

Theorem 1: For n > ¢t + 1, o can be determined, if
(01,09, ceeey o) &™) 5 o ie. for a polynomial f(z)
of degree ¢, f(z) can be determined if thereare n > t+1
distinct shares are available.

As a minimum of (¢ + 1) shares is required to reveal
the number used as a key, this value (¢ + 1) is known
as the threshold of the system. The cryptosystems with
such a method of key storage and generation are called
ThresholdCryptosystems [11]. The above theorem
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leads to the following corollary.

Corollary 1: It is not computationally very expensive
to arrive at (¢ + 1) shares of a secret o when one is al-
lowed the choice of a polynomial g(x) of degree ¢. By
the choice of a polynomial, it is meant that the coefficient
of the polynomial are chosen to get g(0) = o.

This is based on the famous birthday problem that “it
is much easier to find two people in a room with the same
birthday that two people with a particular birth-date”.

In RSA scheme, there is a pair of prime numbers (p, q)
and another large number N that is a function of p and
g. One pair (p, N) is used for encryption and the other
pair (g, N) is used for decryption or vice-versa. If N =
pq mod k, where k is a third prime number then the
following theorem holds.

Theorem 2: Given N = pg mod k where p, g, k are
three prime numbers, p cannot be determined if ¢, k£ and
N are known and vice versa for q.

Proof: Let pa = Bk and ¢ = (¢ + ) So

N = p(g+ o) mod k

= (pqg mod k + pa mod k) mod k
= (pg mod k + 0) mod k
= pq mod k

Hence it is very difficult to differentiate between ¢ and
¢'. The above theorem could as well be shown to work
for p.

The proposed asymmetric key exchange scheme is de-
signed using the theorems and corollary of this section.
In the next section the scheme is presented.

I1l. THE PROPOSED KEY EXCHANGE SCHEME

HE proposed scheme operates in two phases: the

first phase establishes a secret session key (i.e. N
) through a series of exchanges of generated shares and
local computation of NV; and in the second phase, both
parties confirm each other’s knowledge of the keys.

A. Key Establishment Phase

In the first phase, when the key is generated both par-
ties A and B exchange t shares of their prime numbers,
where each prime numbers corresponds to a polynomial
of degree ¢ (as mentioned in definition 1). Then they
exchange ¢ shares of the resulting product N = pq by

multiplying shares of p and ¢ and adding that to the cor-
responding shares of a polynomial of degree which has
a value of zero. Also they exchange (2¢ + 1)th share of
their prime numbers with adjustable factors 3’s. Based
on all these information each party locally computes N
as a function of two prime numbers. The algorithm is
proposed below with the following notations.

« p = prime number known to party A
« ¢ = prime number known to party B
k = a big prime number known to both parties (Uni-
versally known)
N =pg mod k (N is the number to be generated).
The generated NN is a polynomial of degree 2t
pi = fp(i) mod k, where fy(.) is a random polyno-
mial of degree ¢ and f,(0) mod k = p
gi = fq(i) mod k where f,(.) is also a random poly-
nomial of degree ¢ and f,(0) mod k = gq.
b; = shares of a random polynomial f,(.) of degree
2t such that f,(0) mod k = 0.

¢ (1, B2 are two random numbers such that bgs 1 =

(P2t+1 P2 + qae+151 + P152) mod k.

B1 is known to party A, B9 is known to party B.

Proposed Algorithm

o Step 1: Party A finds 2¢ + 1 shares of p. Gives

P1, P2, P3,..-pt t0 party B.
o Step 2: Party B finds 2¢ + 1 shares of ¢q. Gives

Qt+15 Qt+2, Gt+3, -2t O party A.

« Step 3: Each of the parties multiplies p;q; and adds
b; toit. A does it for: = 1 to ¢t and B does it for
1 =1+ 1t02¢.

o Step 4: Party A adds B; to poy+1 and gives it to B
with p;q; + b; where i = 1to ¢.

« Step 5: Party B adds /32 t0 go;41 and gives it to A
with p;q; + b; where ¢ =t + 1 to 2t.

« Step 6: Each party now locally computes a polyno-
mial f(.) which has values p;q; + b; fori = 1to 2t
and (p2t+1+b1)(q2t+1+b2) fori = 2t +1. The
generated product
N' = f(0)modk.

o Step 7: N' is now checked by both the parties to
verify that it could be generated by their shares (p or
q). If so, they have found a pair 81 and betas such
that (pas+162 + qai+161 + Bi1B2) = bagy1 Where b;
interpolate to f,(.) such that fz(0) mod k = 0.
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« Step 8: If N’ is not passed by both the parties
then by, bo, bs, ...bo+1 Shares are re-chosen by fine-
tuning by the difference between N’ and the ex-
pected N.

It is to be noted that f,(.) is not known to any
party as no party knows bo.r; and more than half of
b1, ba, bs...bot thus providing security. Once a set of
b1, b9, bs...bot and b1, b2 are found they could be used
with any values of p and g provided p2t + 1, g2t + 1 be
the same.

This is required as borr1 = (p2or+182 + gu+181 +
B1P2) mod k — so no constituents should change for
bory1. But p1,pa,ps...po; can be changed to produce
a new p and similarly for ¢q. Step 8 of the algorithm
could also be done by a trusted party who provides
bi,ba, b3, ...boy, ﬁl,ﬁg,pgﬂ_l and qot+1 t0 the respective
parties. If so the algorithm is finished in O(¢2) time.

B. Authentication phase

In the second phase, both parties A and B confirm
each other’s knowledge before proceeding to use IV as
the session key. As in the RSA scheme, encryption
can be done using p; decryption can be done using ¢
and vice-versa. For confirmation, each communicates to
other by RSA like encryption and decryption with ran-
domly chosen number (say R4 or Rg) and time stamp
(say T4 or Tg). The steps for authentication are as fol-
lows.

Party A
Step 1: Ep(Ra,Ta) —
Dq(Ep(RA,TA)) =Ra,Tx
Step2: Rao_1,T,Rp = Dp(Eq(Ra-1,TB, RB)
< Eq(RAfl,TB,RB)
Step 3: E,(Rp—1,T4) =
Dy(Ey(Rp-1,Ta)) = Rp—1,Ta

Party B

Where E, and E, mean encryption using key p and g,
D, and D, mean decryption using key p and ¢ respec-
tively. R means a random number generated by party
whose name is the subscript of R. T stands for time-
stamp to protect from replay attack. The arrows show
the direction in which data is sent.

The above is a standard method and any other standard
and secure method for authentication could as well be
used.

IV. ANALYSIS OF THE PROPOSED SCHEME

HE proposed methodology is a key exchange
scheme supported by an authentication provision.
The scheme generates a session key for securing a sub-
sequent authenticated session between two parties, and
does not provide any extra information regarding the in-
dividual steps. It also fulfils the much desired feature of
a strongly secure key exchange scheme, that is to have
minimum persistent recorded data, or in other words, the
scheme does not generate any persistent data, which have
to be distributed and securely stored. The scheme is se-
cured against factorization attacks, as both p and ¢ are
unknown to any third party.
A detailed analysis of the scheme against various pos-
sible attacks follows in the subsections.

A. Dictionary Attack

All password-based schemes proposed in literature are
vulnerable to dictionary attack if any opportunity is
given. So, the primary job of the designer is to remove
such opportunities of attack. Dictionary attacks can be
online as well as of f — line. In case of the proposed
scheme, p, g and N are unknown to any third party so the
online dictionary attack is not applicable to this scheme.

However, offline dictionary attack is a more complex
and it needs to be handled with care. One can make this
attack by posing as a legitimate party to gather informa-
tion, or by one who monitors the messages between two
parties during a legitimate valid exchange. Even a lit-
tle information leakage during an exchange can be ex-
ploited.

To minimize the information leakage this subsec-
tion describes the necessary precautions in selecting the
shares of numbers.

Selection criteria for shares of p and q

Given

Now

(fp(0)+b)(f4(0)+a) mod k = (f,(0) fq(0)+afp(0)+bfy(0)+ab) 7

= pq mod k
if (afp(0) + bfq(0) + ab) is a multiple of k.
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As k is known beforehand, so it will be less complex
to find p or ¢ and N. To avoid such a situation a proper
selection of shares of p and ¢ is necessary. Shares of p,
fp(3) = fp(0) + b should be generated in such a way
that f,(0) and b should have a factor ¢, where ¢ is small
number relatively prime to k. Similar precautions must
be taken for the generation of shares of ¢ by the other

party.

B. Stolen Session Key Attack

In this type of attack, a stolen session key (p, N) (or
(g, N)) is used to find the other prime number g (or p).
Subsequently, one tries to find polynomials that were
used for the session key generation. As per Theorem 2,
the proposed scheme is guarded against this attack. Also
as the system is fast and easy, the session key can be
changed after small intervals to avoid stolen key attacks.

C. \Verification Stage Attack

The verification stage is where both parties prove to
each other the knowledge of keys. As p, ¢, and N is
cryptographically large, the second stage is presumed to
be immune to any brute-force attack.

V. APPLICATIONS OF THE PROPOSED SCHEME

HE proposed scheme is broadly useful for any ap-
plications where prolonged key storage is risky or
impractical, and where the communication channel may
be insecure. Some of its common applications are: user-
to-user applications, disk-less workstations, bootstrap-
ping new system installation, cellular phones or other
key-pad systems etc.
From the economic point of view as well as to en-
counter the stolen key problems, these authentication
schemes are always preferable than the smart cards.

VI. CONCLUSIONS

N this paper, a new and efficient asymmetric key ex-

change scheme with authentication has been designed
based on exchange of shares of numbers. The scheme
is more robust as compared to usual symmetric authen-
ticated key exchange schemes, which are vulnerable to
on-line and off-line dictionary attacks and stolen key at-
tacks.
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